L Number 


Hits 


Search Text 


DB 


Time stamp 




1463 


denial with service 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/23 10:20 




971 


denial adj service 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/24 08:47 




596 


denial adj service with attacks 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 15:33 




490 


denial adj service adj attacks 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/11/05 15:27 




263 


(denial adj service adj attacks) and (TCP TCP/IP) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 09:29 




188 


dos adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 09:31 




3 


(dos adj attack).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 09:34 




26 


(dos adj attack). ti,ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 09:56 




157 


(denial adj service adj attacks) and (TCP TCP/IP) and 
firewall 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJDB 


2003/10/22 15:15 




2962 


thwart 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 10:05 




24 


thwart, ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 10:05 




76 


syn adj flood$4 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 15:16 
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76 


flood adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 15:16 




76 


flood adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/22 15:16 




42 


(Hood adj attack) and (syn adj flood$4) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBNLTDB 


2003/10/22 15:23 




2301 


intrusion adj detection 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/22 15:23 




619 


(intrusion adj detection). ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/22 15:24 




313 


(intrusion adj detection adj system).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 15:24 




0 


((intrusion adj detection adj system) and tcp).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


2003/10/22 15:24 




0 


((intrusion adj detection) and tcp).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 15:24 




2 


((intrusion adj detection adj system) and tcp).ti,ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/22 15:27 




5 


nids.ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM.TDB 


2003/10/22 15:26 




262 


(denial near service near attacks) and (TCP TCP/IP) and 
connection 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBNLTDB 


2003/10/22 15:28 




56 


(denial near service near attacks) and (TCP TCP/IP) and 
connection and alarm 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 15:28 
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18 


(denial adj service with attacks) and (timed-out) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:35 




18 


second adj (TCP TCP/IP) adj connection 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:35 




11 


(first adj (TCP TCP/IP) adj connection) and (second adj (TCP 
TCP/IP) adj connection) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJDB 


2003/10/22 15:40 




1 


((first adj (TCP TCP/IP) adj connection) and (second adj 
(TCP TCP/IP) adj connection)) and attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 15:38 




6 


server adj under adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:40 




10 


(server proxy master client computer) adj under adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:41 




10 


(server gateway proxy master client computer) adj under 
adj attack 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:42 




10 


((server proxy master client computer) adj under adj attack) 
and ((server gateway proxy master client computer) adj 
under adj attack) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/22 15:42 




9 


(attack denial) and syn and (re-route reroute) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/22 15:43 




25 


(denial with service) and (protector guardian) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/10/23 10:20 




21 


first adj (TCP TCP/IP) adj connection 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/23 13:07 




55 


spoofing.ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/23 13:12 
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2 


(denial adj service) and (TCP adj proxy) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/10/24 08:47 




1 


"20020120760" 


USPAT; 
US-PGPUB 


2003/10/24 09:16 


- 


1 


"6628444" 


USPAT; 
US-PGPUB 


2003/10/24 09:16 




504 


denial adj service adj attacks 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/11/05 16:31 




27 


(denial adj service adj attacks) and (delete with packet) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 15:27 


- 
- 




("5557742" "5919257" "5931946" "5991881").pn. 


USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 

USPAT; 

US-PGPUB 


2003/11/06 10:43 
2003/11/05 16:30 
2003/11/05 16:30 
2003/11/05 16:30 
2003/11/05 16:31 
2003/11/05 16:31 
2003/11/05 16:31 




504 


denial adj service adj attacks 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:31 




0 


(denial adj service adj attacks) and ((first adj treshoid) 
(second adj treshoid)) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:32 




3 


(denial adj service adj attacks) and ((first adj threshold) 
(second adj threshold)) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/11/05 16:34 




284 


(second adj thresho!d).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/11/05 16:34 




505 


((dos)(second adj threshold)). ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:34 




0 


((dos) and (second adj threshold)).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBM TDB 


2003/11/05 16:36 
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0 


((attack) and (second adj threshold)).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:36 




1 


((service) and (second adj threshold)).ti. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:36 




0 


((dos) and (second adj thresho!d)).ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:36 




6 


((attack) and (second adj threshold)). ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:37 




42 


((service) and (second adj thresho!d)).ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/06 10:51 




2 


5282203.pn. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/05 16:43 


- 


597 


(timed-out) and connection 


USPAT; 
US-PGPUB 


2003/11/06 10:45 


- 


1 


(timed-out) adj connection 


USPAT; 
US-PGPUB 


2003/11/06 10:44 




0 


(timed-out) with attack with connection 


USPAT; 
US-PGPUB 


2003/11/06 10:44 


- 


0 


(timed-out) with attack 


USPAT; 
US-PGPUB 


2003/11/06 10:44 




0 


(timed-out) with dos 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/06 10:45 


- 


1444459 


connection 


USPAT; 
US-PGPUB 


2003/11/06 10:45 


- 


412 


(timed-out) and connection and network 


USPAT; 
US-PGPUB 


2003/11/06 10:45 




0 


(timed-out) and connection and network and sppof 


USPAT; 
US-PGPUB 


2003/11/06 10:45 


- 


29 


(timed-out) and connection and network and spoof$ 
((timed-out) with dos) 


USPAT; 
US-PGPUB 


2003/11/06 10:45 




42 


((service) and (second adj threshold)). ab. 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWENT; 
IBMJTDB 


2003/11/06 10:50 




260 


((dos) and (second adj threshold)) 


USPAT; 
US-PGPUB; 
EPO; JPO; 
DERWEm*; 
IBM TDB 


2003/11/06 14:12 
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31 



61 



((dos) with (second adj threshold)) 



((denial) with (second adj threshold)) 



((denial) and (second adj threshold)) 



5278901.pn. 



(US-6484143-$ or US-5958053-$ or US-5282203-$ or 
US-5991881-$ or US-6327626-$ or US-6499107-$ or 
US-6487666-$ or US-6202081-$ or US-6182226-$ or 
US-5826014-$ or US-6625150-$ or US-6618761-$ or 
US-6609205-$ or US-6606710-$ or US-6061798-$ or 
US-6578147-$).did. or (US-20030110394-$ or 
US-20020052942-$ or US-20030048793-$ or 
US-20020031134-$ or US-20020032774-$ or 
US-20020035628-$ or US-20020032880-$ or 
US-20020103916-$ or US-20020095492-$ or 
US-20010042200-$ or US-20030051165-$ or 
US-20030065943-$ or US-20020032871-$ or 
US-20030009554-$ or US-20030061510-$ or 
US-20020166063-$ or US-20020191618-$ or 
US-20030046022-$ or US-20030046577-$ or 
US-20030145231-$ or US-20020035683-$ or 
US-20030145233-$ or US-20020138643-$ or 
US-20020108059-$ or US-20020101819-$ or 
US-20020083175-$).did. or (US-20020073337-$ or 
US-20020066035-$ or US-20020065938-$ or 
US-20020035698-$ or US-20020032793-$ or 
US-20020032717-$ or US-20010052007-$ or 
US-20020002686-$).did. or (WO-2071717-$ or 
WO-9948303-$).did. or (US-20020103916-$ or 
WO-200221302-$ or WO-200225402-$ or 
WO-2003025697-$ or US-20020032774-$ or 
US-20020032871-$ or US-20020035628-$ or 
WQ-200221800-$ or US-20020166071-$).did. 



USPAT; 

US-PGPUB 

EPO; JPO; 

DERWENT; 

IBM.TDB 

USPAT; 

US-PGPUB 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB 

EPO; 

DERWENT 



2003/11/06 10:51 



2003/11/06 10:52 



2003/11/06 14:05 



2003/11/06 10:57 



2003/11/06 11:09 
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48 


((US-6484143-$ or US-5958053-$ or US-5282203-$ or 
US-5991881-$ or US-6327626-$ or US-6499107-$ or 
US-6487666-$ or US-6202081-$ or US-6182226-$ or 
US-5826014-$ or US-6625150-$ or US-6618761-$ or 
US-6609205-$ or US-6606710-$ or US-6061798-$ or 
US-6578147-$).did. or (US-20030110394-$ or 
US-20020052942-$ or US-20030048793-$ or 
US-20020031134-$ or US-20020032774-$ or 
US-20020035628-$ or US-20020032880-$ or 
US-20020103916-$ or US-20020095492-$ or 
US-20010042200-$ or US-20030051165-$ or 
US-20030065943-$ or US-20020032871-$ or 
US-20030009554-$ or US-20030061510-$ or 
US-20020166063-$ or US-20020191618-$ or 
US-20030046022-$ or US-20030046577-$ or 
US-20030145231-$ or US-20020035683-$ or 
US-20030145233-$ or US-20020138643-$ or 
US-20020108059-$ or US-20020101819-$ or 
US-20020083175-$).did. or (US-20020073337-$ or 
US-20020066035-$ or US-20020065938-$ or 
US-20020035698-$ or US-20020032793-$ or 
US-20020032717-$ or US-20010052007-$ or 
US-20020002686-$).did. or (WO-2071717-$ or 
WO-9948303-$).did. or (US-20020103916-$ or 
WO-200221302-$ or WO-200225402-$ or 
WO-2003025697-$ or US-20020032774-$ or 
US-20020032871-$ or US-20020035628-$ or 
WO-200221800-$ or US-20020166071-$).did.) and second 


USPAT; 

US-PGPUB; 

EPO; 

DERWENT 


2003/11/06 11:08 




2 


((US-6484143-$ or US-5958053-$ or US-5282203-$ or 
US-5991881-$ or US-6327626-$ or US-6499107-$ or 
US-6487666-$ or US-6202081-$ or US-6182226-$ or 
US-5826014-$ or US-6625150-$ or US-6618761-$ or 
US-6609205-$ or US-6606710-$ or US-6061798-$ or 
US-6578147-$).did. or (US-200301 10394-$ or 
US-20020052942-$ or US-20030048793-$ or 
US-20020031134-$ or US-20020032774-$ or 
US-20020035628-$ or US-20020032880-$ or 
US-20020103916-$ or US-20020095492-$ or 
US-20010042200-$ or US-20030051165-$ or 
US-20030065943-$ or US-20020032871-$ or 
US-20030009554-$ or US-20030061510-$ or 
US-20020166063-$ or US-20020191618-$ or 
US-20030046022-$ or US-20030046577-$ or 
US-20030145231-$ or US-20020035683-$ or 
US-20030145233-$ or US-20020138643-$ or 
US-20020108059-$ or US-20020101819-$ or 
US-20020083175-$).did. or (US-20020073337-$ or 
US-20020066035-$ or US-20020065938-$ or 
US-20020035698-$ or US-20020032793-$ or 
US-20020032717-$ or US-20010052007-$ or 
US-20020002686-$).did. or (WO-2071717-$ or 
WO-9948303-$).did. or (US-20020103916-$ or 
WO-200221302-$ or WO-200225402-$ or 
WO-2003025697-$ or US-20020032774-$ or 
US-20020032871-$ or US-20020035628-$ or 
WO-200221800-$ or US-20020166071-$).did.) and (second 
adj threshold) 


USPAT; 

US-PGPUB; 

EPO; 

DERWENT 


2003/11/06 11:10 
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30 



23 



464 



60 



((US-6484143-$ or US-5958053-$ or US-5282203-$ or 
US-5991881-$ or US-6327626-$ or US-6499107-$ or 
US-6487666-$ or US-6202081-$ or US-6182226-$ or 
US-5826014-$ or US-6625150-$ or US-6618761-$ or 
US-6609205-$ or US-6606710-$ or US-6061798-$ or 
US-6578147-$).did. or (US-200301 10394-$ or 
US-20020052942-$ or US-20030048793-$ or 
US-20020031134-$ or US-20020032774-$ or 
US-20020035628-$ or US-20020032880-$ or 
US-20020103916-$ or US-20020095492-$ or 
US-20010042200-$ or US-20030051165-$ or 
US-20030065943-$ or US-20020032871-$ or 
US-20030009554-$ or US-20030061510-$ or 
US-20020166063-$ or US-20020191618-$ or 
US-20030046022-$ or US-20030046577-$ or 
US-20030145231-$ or US-20020035683-$ or 
US-20030145233-$ or US-20020138643-$ or 
US-20020108059-$ or US-20020101819-$ or 
US-20020083175-$).did. or (US-20020073337-$ or 
US-20020066035-$ or US-20020065938-$ or 
US-20020035698-$ or US-20020032793-$ or 
US-20020032717-$ or US-20010052007-$ or 
US-20020002686-$).did. or (WO-2071717-$ or 
WO-9948303-$).did. or (US-20020103916-$ or 
WO-200221302-$ or WO-200225402-$ or 
WO-2003025697-$ or US-20020032774-$ or 
US-20020032871-$ or US-20020035628-$ or 
WO-200221800-$ or US-20020166071-$).did.) and 
threshold 

likely adj (under-attack or (under adj attack)) 



timed-out adj connections 



syn with timed-out 



timed-out with connections 



predetermined adj second adj threshold 



(predetermined adj second adj threshold).ti. 



(predetermined adj second adj threshold).ab. 



USPAT; 

US-PGPUB; 

EPO; 

DERWENT 



USPAT; 

US-PGPUB; 

EPO; 

DERWENT 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM_TDB 

USPAT; 

US-PGPUB; 

EPO; JPO; 

DERWENT; 

IBM TDB 



2003/11/06 11:10 



2003/11/06 11:11 



2003/11/06 14:06 



2003/11/06 14:06 



2003/11/06 14:07 



2003/11/06 14:13 



2003/11/06 14:13 



2003/11/06 14:13 



Search History 11/6/03 3:20:35 PM Page 8 
C:\MNNT\Profiles\jkhosravan\Personal\MyWorkspaces\09672206.wsp 



